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Introduction 

Secure  Enclave-Enabled  Technologies  is  a  digital  security  firm  to  be  launched  in  the  coming  year.  It  is  bom  from  a  unioue 

LabS  ”d,ht,1>TT  s““ri<y  to  develop  ,  revoludouruy  solution  to  cybe, 

,,  '  ys  mcreasingly-digital  world,  hackers  and  security  companies  have  engaged  in  a  consistent  battle  of 

so  tware  development  to  secure  data.  However,  data  at  rest  remaims  extremely  vulnerable.  SE  Technologies'  “go^a  I  yer 
deeper,  activating  a  hardware  solution  to  put  a  stop  to  the  death  spiral.  Utilizing  the  silicon  of  the  computer  chip  to  create  a  virtual 

JXf  ,  ,Ware  S0lut‘°n  Wl11  put  cus,omers  at  ease  ab»ut  their  organizations’  electronic  data  security.  In  fact  an  NSA  "red 
team  of  hackers  could  not  even  begin  to  crack  this  technology  when  given  the  chance. 

With  the  contmua!  evolution  of  offensive  attack  techniques,  the  need  for  more  impressive  defensive  counter-measures  is  becoming 
apparent.  As  the  requisite  to  fill  this  capability  gap  grows,  so  does  the  opportunity  for  businesses.  Replacing  the  need  for  a  co“S- 

:r;d.“::Tz:'"  - — *  - 

^rrir'“,i0nS  °n '0day’S, marke'  ,re  hmhvare  based'  a"d  °«*  '"el  of  security.  According  to  a  March  20,3 
«-orId™ie  Threat  Assessment,  the  number  ok  global  Ihca,  ,o  dre  United  States  is  cyber-attack.  Reeem  attacks  ha«  reveal“ 

J  b,nitS a”d eXCh“"8eS’ ^ “* P0,e""al  <1'Sn,pl a"d idtadmeuu. such 

^ la“b“d  dTeZ!ogieseedS  *  '°  tinea,  ami  dm,  solution  is  Secure 


Technical  Analysis 

SE  Enabled  7  echno  logics  provides  a  critical  software  complement  to  revolutionary  cvber  security  hardware  develoDed  bv  Intel  Intel 

Erf  *  rr  T”  f0r  T"*.  r-  *“  “  k"°»”  a  hLware  solution  to  cZ  sJuriSoue  ilt  an 

try  omina  e  y  software  solutions  which  hackers  inevitably  find  ways  to  circumnavigate  Intel  states  “Even  dili&pnt  «  f 

“■ zde™  r  ?p“"' 

“pt  mSy  taVe  ^  ty  th0US”dS  «»"  hundreds  of  organizations  toughout  the 

To  address  this  area  of  growing  concern  Intel  developed  Software  Guard  Extensions  (SGX).  The  premise  behind  SGX  is  the 

lZZi,y= 

enclave  is  sealed  and  all  other  ex^emSfoms^ &of  I^tJ^access^eVefoid1 mT  PPtl<Ti  H1*8  ^  dat3  'S  Complete’ the 

of  sensitive  code  and  data  by  creating  trusted  domains  within  applications  to  protect  criS 

lGrfflVU;“  C°ntro1  mechamsras  built  int0  ,he  processor  to  prevent  unauthorized  software  access.  Even  when  data  leaves  the 
o  e  wrt  ten  to  memory,  the  data  is  kept  secure  through  automatic  encryption  and  integrity  protection  [6],  Additionally, 


multiple  enclaves  can  be  created  within  systems  allowing  for  the  separation  of  “secrets”  from 
could  be  secured  separately  from  banking  data. 


one  another.  For  example,  medical  data 


rP°r  °fInterS  ChiPSCtS  beSinnfnS  ^  2°15'  H°WeVer’  new  software  be  developed  or  cmrent 

softw  r  111  T  t0  6  thC  abiUty  t0  UtiIize  1116  "ew  set  of  instructions  provided  by  the  chipset.  Without  th.s  critical 

software  development,  the  cyber  security  solution  afforded  by  SGX  will  lie  dormant. 

SE  Enabled  Technologies  seeks  to  exploit  the  capabilities  of  SGX  through  the  creation  of  software  solutions  Currently  we  are 

seeking  to  comphment  Intel’s  hardware  solution  through  the  use  of  a  browser  extension  application.  Using  the  browser  extension  we 

potential  annf  6  °f  solutlons  from  secure  stora8e  and  transmission  of  documents  to  secure  video  streaming  The 

soft""6  arC  nUTUS  ^  1UCmiVe-  F°r  6XampIe’  ^  °rgani2atl°n  SUch  3S  the  DePartme„t  of  Veteran 
Affairs  could  us  SE  Enabled  software  to  securely  transmit  PII  of  patients,  keep  financial  data  safe,  and  conduct  protected 

SGxTs'rt  t  T1'  V3rr  eXtenSi°DS  °f ' department'  The  combination  of  SE  Enabled  Technologies  software  and  Intel’s 

SGX  h  s  foe  potential  to  revolutions  the  cyber  secunty  landscape  and  to  bnng  relief  to  a  problem  plaguing 

public  sector  organizations  throughout  the  world  today.  J  government  and 

Implementation  Readiness  Analysis 

Cyber  security  and  the  extreme  risks  associated  with  exploitation  no  longer  dwell  in  the  realm  of  science  fiction  SE  Enabled 

curtTfTT  rUf  "‘I  in  tW°  dlfferem  mafket  se-ments:  business  organizations  and,  eventually  individuals  The 

current  federal  market  for  digital  security  solutions  is  over  $63  billion  dollars,  and  is  steadily  growing p]  It  is 

riu:  imun  focus  ■:  Secure  Eaclaves-Enabled  Technologies  is  tage  bus, ness  orgamzadons  widnn  d*  nadonal  security  «alm  A  la™ 
being  described  as  a  business  or  government  organization  with  a  minimum  of  2  50  devices. 

The  market  need  for  security  software  that  protects  sensitive  information  is  obvious.  Colorations  are  making  the  news  when  their 

:r:^ 

“°ti"“es  ,0  **  80%  °f  Us  (Go«8te),  the  frequency  of  adempted  mfitodon  does  as 

gr_TrW  thrC!“S e,X‘S“n8  endPO“  S0“0,,S-  “"S  »  Symantec  and  AVG 

Recommendations 


'  “  W,H  ”ark  a  h“ge  SUK'SS  to'  wi"  >»  ll»  tai*  as  well  as  the  clou,  ,o  commercialize  SE  Enabled  software  ami  to 
exKnd  our  services  to  other  major  organizations.  To  that  end,  much  of  our  efforts  will  be  directed  towards  reaclrinz  an  aurcemen,  and 
aceompkshing  a  proof  of  concept.  We  believe  SE  Enabled  Technologies  has  tremendous  opportunity  to  make  an 

ZTX  sic"™  ““ =“P,ing' 
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